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'The Road Not Taken' 
by Robert Frost
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Talk agenda
● What is an ICS?
● Cybersecurity Risks
● What is a Digital Twin (DT)?
● How a Digital Twin can help protecting an ICS?
● An example: Reinforcement Learning AI-assisted DT
● Project: 4th year engineering students final project
● Outlook and Summary
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What is an ICS?
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Credit: 
https://www.cisco.com
/site/us/en/learn/topics
/security/what-is-ot-se
curity.html 
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A virtual replica of a physical system that updates in real-time

ISO/IEC 30173: “Digital representation of a target entity with 
data connections that enable convergence between the 
physical and digital states at an appropriate rate of 
synchronization”

The Digital Twin mirrors the real object's:
• Current state
• Behavior
• Performance
• Even predicts future states

Digital Twin
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Digital Twin

2 issues:
● How to use the Digital Twin for protection of physical system?
● How to protect the Digital Twin and the access to its models to make sure its 

main functions? 7

Digital Twin ≠ Simulation



Water-Heating Control with an 
AI-Assisted Controller and an FMU- 
Based Digital Twin

● A kettle with water
● Heater: up to 2500W
● Heating profile: Starting from room temperature (20°C), 

heat the water to 40°C within 120 seconds, then keep the 
temperature steady at 40°C for an additional 60 seconds 
and then let it naturally cool down.

● Water mass (1 Kg. ↣ 1 Liter)
● Heat loss via the kettle’s sides to the outside environment
● Assumptions: A simple lumped-parameter model with a 

uniform water/pot temperature model (i.e. no boiling, no 
bubbles, no turbulence, etc’). 8



The physical model in Modelica
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Model simulation in OpenModelica

The Physical model is exported using the “Functional 
Mock-up Interface” (FMI) as a “Functional Mock-up Unit” 
(FMU) file. This file contains all the physics and is 
connected to a Python code which is the AI brain
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A Block diagram of 
the Physical and the 
Virtual systems
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Anomaly in the 
actuator 

command

Anomaly 
between the 

PID and the I*V 
measurement

Anomaly between 
an independent 
temp sensor and 
the DT prediction

Anomaly 
between the 
measured T 
and the DT 
prediction

Anomalies indicators
(a zoom-in from previous slide)
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Selecting an AI Method for the Trusted Controller
● MLP
● LSTM
● Other models...?
● Reinforcement Learning (RL) models:

○ Proximal Policy Optimization (PPO) - failed
○ Advantage Actor-Critic (A2C) - not evaluated; supports both discrete and continuous policies
○ Soft Actor Critic (SAC) - success. May be an overkill for this specific project (continuous) 
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Soft Actor-Critic (SAC): Core Idea
• Actor: chooses actions probabilistically

• Critic: evaluates actions

Key idea: Maximize Reward + α × Randomness (Entropy)

Why?

• Encourages exploration

• Avoids getting stuck

• Keeps multiple good options
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The NN structure
#Parameters = Inputs X Outputs + Biases
1. Layer 1 (Gemm 1): Inputs: 3 → Outputs: 128

○ Weights: 3 × 128 = 384
○ Biases: 128
○ Subtotal: 512

2. Layer 2 (Gemm 2): Inputs: 128 →Outputs: 128
○ Weights: 128 × 128 = 16,384
○ Biases: 128
○ Subtotal: 16,512

3. Layer 3 (Gemm 3): Inputs: 128 → Outputs: 1
○ Weights: 1 × 128 = 128
○ Biases: 1
○ Subtotal: 129

Total number of trainable parameters: 512 + 16,512 + 129 =17,153

Relu = Rectified 
linear unit

Tanh

GEMM = 
General 
Matrix Multiply
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SAC training both on 
the CPU and the GPU
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RL SAC Coding in Python

Gymnasium is a standard interface for reinforcement learning (RL) 
environments.
• A unified API for RL environments (like a "playground" where agents learn)
• A reset() → step() loop: observation, action, reward, done
• Popular environments (CartPole, MountainCar, Atari, etc.)
• Originally forked from OpenAI's Gym, now maintained separately
Stable Baselines 3 (SB3) is a collection of pre-implemented RL 
algorithms.
• Ready-to-use algorithms: PPO, A2C, DQN, SAC, TD3, etc.
• Clean, well-documented implementations
• Works on top of Gymnasium environments
• Handles the training loop, logging, and evaluation
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Training the SAC-Based Trusted Controller

Reward 
plateau

Reinforcement 
learning - SAC

Tensorboard logging

18



SAC Controller and Digital-Twin Response

DT temperature 
profile

DT power profile
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120<t<180
Steady 2000W power 
at steady temperature 
→ power_in = 
power_out = 
G·𝜟T=100·20=2000W



Final project. BGU 4th year engineering 
students project

● Ori Dagan
● Elad Elmakias

Key features
● Open Source tools
● OpenPLC
● ThingsBoard
● Real physical model. ESP32
● MLP
● Data logging 20



The HMI

Role playing:
ESP32 ↔PLC
PC (Server) ↔SCADA
ThingsBoard ↔HMI
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OpenPLC

OpenPLC is an open-source PLC IDE that 
follows the IEC 61131-3 standard, which defines 
the architecture and programming languages for 
PLCs.
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Future plans
Continuation projects at BGU and at SCE

BGU S-2027-031
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Confusion matrix

Anomaly Detection metrics
BGU S-2027-032
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Summary
Innovation

● 100% open source tools (ThingsBoard, OpenPLC, OpenModelica, Python, 
local AI model)

● AI-assisted Digital Twin - an improved robustness and independent security 
layer

● Reinforcement learning implementations

Next steps

● BGU 2027 4th year ECE continuation project
● SCE 2027 CS final projects (including physical HW to be tested in the new 

Cyber OT laboratory.
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Questions?

E-mail: gtelzur@bgu.ac.il

Linkedin: linkedin.com/in/telzur 

That’s it!
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Extra Slides
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Regulation

RAMI 4.0 -  Reference 
Architectural Model for 
Industrie 4.0
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Literature
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SAC: Pros & Cons
Advantages:

• Better exploration

• More stable learning

• Robust policies

• Balanced behavior

Disadvantages:

• More complex

• Higher computation cost

• Sensitive hyperparameters

• Harder to interpret

NO

YES

30



Big Data Infrastructure for further processing
μ-

Controller DT

Edge

Cloud
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