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Talk agenda

What is an ICS?

Cybersecurity Risks

What is a Digital Twin (DT)?

How a Digital Twin can help protecting an ICS?

An example: Reinforcement Learning Al-assisted DT
Project: 4" year engineering students final project
Outlook and Summary



What is an ICS?
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Digital Twin
A virtual replica of a physical system that updates in real-time

ISO/IEC 30173: “Digital representation of a target entity with
data connections that enable convergence between the
physical and d/g/tal States at an appropriate rate of
synchronization”

The Digital Twin mirrors the real object's:
 Current state

* Behavior

* Performance

« Even predicts future states




Digital Twin

DIGITAL TWIN

Physical I &% | Physical
Object ‘ Object

INFORMATION
PHYSICAL ASSET DIGITAL TWIN

Manual Data Flow Automatic Data Flow Digital Twin # Simulation

2 issues:
e How to use the Digital Twin for protection of physical system?
e How to protect the Digital Twin and the access to its models to make sure its
main functions? .
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Water-Heating Control with an
Al-Assisted Controller and an FMU-
Based Digital Twin

A kettle with water

e Heater: up to 2500W

e Heating profile: Starting from room temperature (20°C),
heat the water to 40°C within 120 seconds, then keep the
temperature steady at 40°C for an additional 60 seconds
and then let it naturally cool down.

e Water mass (1 Kg. » 1 Liter)

e Heat loss via the kettle’s sides to the outside environment

e Assumptions: A simple lumped-parameter model with a
uniform water/pot temperature model (i.e. no boiling, no
bubbles, no turbulence, etc’).




The physical model in Modelica
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Model simulation in OpenMo
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] The Physical model is exported using the “Functional
] Mock-up Interface” (FMI) as a “Functional Mock-up Unit”
300 1] . 1] L] ] ]
] (FMU) file. This file contains all the physics and is
] connected to a Python code which is the Al brain
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time (s)
Messages @®
All | Notifications =~ Warnings = Errors | WaterTankAl @
Simulation of Wa...TankAI finished. T 100% | #% | Open Output File

Compilation | Output

/tmp/OpenModelica_telzur/OMEdit/WaterTankAI/WaterTankAI -port=16531 -logFormat=xmltcp -

override=startTime=0,stopTime=120,stepSize=0.24,tolerance=1e-06,solver=dassl,outputFormat=mat,variableFilter=.* -r=/tmp/OpenModelica_telzur/OMEdit/WaterTankAI/
WaterTankAI_res.mat -w -lv=LOG_STDOUT,LOG_ASSERT,LOG_STATS -inputPath=/tmp/OpenModelica telzur/OMEdit/WaterTankAI -outputPath=/tmp/OpenModelica_telzur/OMEdit/

WaterTankAI

The initialization finished successfully without homotopy method.
» ### STATISTICS ###

The simulation finished successfully.

LOG_SUCCESS | info |

The initialization finished
successfully without homotopy
method.
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2 B X
WaterTankAI

Filename:
/home/telzur/science/Modelica/WaterTankAI plot
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A Block diagram o
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Anomaly DT error

temperature T_DT

DT model

Legend

[T_ref(t) = reference temperature (heating
profile)

T_DT(t+dt) = DT predicted temperature
T_meas = Measured temperature by the ESP32

T_ind = An independent temperature (thermo-
couple)
T_out = out side (air) temperature

P_exp = power command generated by the AT
controller.

P_PID = power command generated by the ESP32
PID controller.

p_meas = actual electrical power estimated
from V x I measurement
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Anomalies indicators
(a zoom-in from previous slide) ||
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Selecting an Al Method for the Trusted Controller

MLP

LSTM
Other models...?

Reinforcement Learning (RL) models:
o Proximal Policy Optimization (PPO) - failed
o Advantage Actor-Critic (A2C) - not evaluated; supports both discrete and continuous policies
o  Soft Actor Critic (SAC) - success. May be an overkill for this specific project (continuous)




Soft Actor-Critic (SAC): Core Idea

e Actor: chooses actions probabilistically
e Critic: evaluates actions
Key idea: Maximize Reward + a x Randomness (Entropy)

Why‘P f—>i — o,y
e Encourages exploration . DER
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The NN structure

#Parameters = Inputs X Outputs + Biases

1. Layer 1 (Gemm 1): Inputs: 3 — Outputs: 128
o Weights: 3 x 128 = 384
o Biases: 128
o Subtotal: 512

2. Layer 2 (Gemm 2): Inputs: 128 —QOutputs: 128
o Weights: 128 x 128 = 16,384
o Biases: 128
o Subtotal: 16,512

3. Layer 3 (Gemm 3): Inputs: 128 — Outputs: 1
o Weights: 1 x 128 =128

o Biases: 1
o Subtotal: 129

E observation j

B (128x%3)
c<{128)

B (128x<128)
c({(128)

B (1x<128)
Cc (1>

Total number of trainable parameters: 512 + 16,512 + 129 =17,153

GEMM =
General
Matrix Multiply

Relu = Rectified
linear unit

nnnnnnnnnnnn
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the CPU and the GPU (mypython) telzur@TUF:~/science/Modelica$[

telzur@TUF: ~/science/Modelica Q = v A O

09:12:42 BATH 100% NN 2000ms
13th Gen 19-13900H
RU

total AW gpu-totals

isks 836365 - python erminate i i hide
30.9 GiB root .83 TiB 100% Status: s I0/W:
16.3 GiB| I0% Running 00:03:4 .3 Mi 4.21 MiB
14.5 GiB| Used: 959 || P . L
10.8 GiB —swap . evice 0 [Raptor Lake-P (Iris Xe Graphlcs)] egrate
395 MiB | Used: 87% g . PU 300MHz MEM N/A MHz TEMP N/A°C -FA POW N/A W

X: N/A TX: N/A

efi 0.051G1/30.969G1]

127.0.0.1 sync uto
download

[NVIDIA GeForce RTX 4060 Laptop GPU] f OEN 4@ 8x RX: 140.2 MiB/s TX: 19.22 MiB/s
EM 8001MHz 58°C  FAN N/A W 24/ 80 W
: 0%)] MEM[ 1.962G1/7.996G1]

[
upload 100 [ GPUG 100 | cPu1
75 75
50 50 j |'—l
25 25
(¢}
“31s 23s “31s 23s 15s 7s 0s-

PID
6826 telzur 1
1407404 telzur 1
1390939 telzur 1
1
.

USER DEV TYPE

Graphic 0%

152MiB 2% 99% o502MiB /home/telzur/mypython/bin/python3 -m ipykernel_launcher -f /home/telzur
146MiB 2% 0% 1943MiB /home/telzur/mypython/bin/python3 -m ipykernel_launcher -f /home/tfézur

1405066 telzur 146MiB 2% 0% 1943MiB /home/telzur/mypython/bin/python3 -m ipykernel_launcher -f /home/teYzur
1405667 telzur ar 140MiB 2% 0% 1633MiB /home/telzur/mypython/bin/python3 -m ipykernel_launcher -f /home/telzur
P e e P e Ly e e TN e DN o e e e T e e e e |



u u Soft Actor-Critic:
Off-Policy Maximum Entropy Deep Reinforcement
Learning with a Stochastic Actor

‘Tuomas Haarnoja' Aurick Zhou' Pieter Abbeel ' Sergey Levine
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& Gymnasium O PyTorch

Gymnasium is a standard interface for reinforcement learning (RL)
environments.

* A unified API for RL environments (like a "playground" where agents learn
Areset() — step() loop: observation, action, reward, done

 Popular environments (CartPole, MountainCar, Atari, etc.)

* Originally forked from OpenAl's Gym, now maintained separately

Stable Baselines 3 (SB3) is a collection of pre-implemented RL

[cs.LG] 8 Aug

290v2

arXiv:1801.01

algorithms.

« Ready-to-use algorithms: PPO, A2C, DQN, SAC, TD3, etc. { »
* Clean, well-documented implementations

» Works on top of Gymnasium environments

* Handles the training loop, logging, and evaluation




Training the SAC-Based Trusted Controller

TensorBoard TIME SERIES ~ SCALARS

Q Filter runs (regex)
- Run ™ p
¥ saca ®

N\

rollout 2 cards

rollout/ep_rew_mean

Reinforcement
learning - SAC

INACTIVE

aaaaaaaaaaaaaaaa

Reward :
plateau
0 ¥
Tensorboard logging

N
3
)
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Temperature (°C)

SAC Controller and Digital-Twin Response
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Final project. BGU 4" year engineering
students project [ ]

e Ori Dagan
e Elad Elmakias

Key features

Open Source tools
OpenPLC

ThingsBoard

Real physical model. ESP32
MLP

Data logging




The HMI
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P> iot_project

v iot_project
@ Functions
~ (@ Function Blocks
» clock_ladder
dht22_measure

ina_228_measure_v2

maqtt_data_concat_func

»
o
~
-
» ina_measure
2 ina
~
-
Y
o

maqtt_data_parsing_func

v

w mqtt_handling

> PIDV2

v

w pulse_clk

& Library

I Additional Function Blocks

Arduino Function Blocks
§ Communication Blocks
§ Jaguar

B MQTT

B P1AM

I Standard Function Blocks
B Arithmetic

B BitShift
D Bitwise
§ CharacterString

Sequent Microsystems Modules

[No file selected

; io:,r:r:l:( @ Program [ main
Description: | manual Class Filter: | A v | -
# Name Class Type Location Initial Value Documentation Debug ‘I
0 HEATER External HEATER STRUCT ‘fg ‘
@ .IlN OUT » {: :] . MEASURED_TEMP
ol [: . TARGET_TEMP
IYCLEpwm—fLInc PWM_OUT » m « IN1 ANDOUT . fm % S
)_MS « IN2 « IN2 :} i
[:E OpenPLC is an open-source PLC IDE that
. follows the IEC 61131-3 standard, which defines
E the architecture and programming languages for

Console

BINCTRL2 |

)

PLCs.
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BGU S-2027-031
Future plans

Continuation projects at BGU and at SCE

L ——
Suggestions:2027
Advisers:
Dr. Guy Tel-zur
Project name (english)
Protecting IoT, IIoT, and ICS networks using a Digital Twin
Abstract(english)

This project focuses on the development of a Digital Twin (DT)-based monitoring system that adds an independent security layer to a conventional industrial control system. The DT models the
expected physical behavior of the controlled process and continuously compares it with measurements from the real system. Significant discrepancies between the real system and the DT may
indicate equipment malfunction, process anomalies, or cyberattacks. In such cases, the system will trigger an alert and display it at the Human-Machine Interface (HMI) station.

Project name (hebrew)

*5197177 DINN MY3HRA N°R°LYn P2 Moyn nan

Abstract(hebrew)

“51°17T DIRN NODIAN MBI N2WA MN*DA Tprnn At BRI (DT) 71 .07231PX2aNP NPNLYN 71P2 1WA NPRNYY [NLIR N25W "2°01m7-DT 1982 AMN AWM P1an 72N YW 171930 2O NN IR AR
Y PN AR N3P 172 D MynRn B7IPs .NPNPnRiT N37Ynnn N7 573-DT pnn nInna amy 230 ARIN0 2°Yon 39yt 12X 07pna 12770 Mopnn IN -|’l7nn:| NPEMIR TR PN Yy prasnh oy 23
T910n-07R (HMI).




Actual Values

BGU S-2027-032

Anomaly Detection metrics

Predicted Values 4"1(‘(111‘(1('1/ - / TN+TP
e dised N+FP+TN+TP
Anomaly Normal T P
TP+ FP
- iE m% Recall = e
il TP+ FN
Normal FP \T\N(

: 2 % Precision * Recall
Flscore =

Confusion matrix

Precision + Recall
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Summary

Innovation

e 100% open source tools (ThingsBoard, OpenPLC, OpenModelica, Python,
local Al model)

e Al-assisted Digital Twin - an improved robustness and independent security
layer

e Reinforcement learning implementations

Next steps

e BGU 2027 4th year ECE continuation project
e SCE 2027 CS final projects (including physical HW to be tested in the new
Cyber OT laboratory.
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Questions?

E-mail: gtelzur@bgu.ac.il

Linkedin: linkedin.com/in/telzur

That's it!



mailto:gtelzur@bgu.ac.il
http://linkedin.com/in/telzur
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Regulation

NIST

Information technology

DIGITAL TWINS

EUROPEAN CYBER SECURITY ORGANISATION

European Cyber Security Organisation

May 2023 - v1.0

Definitions and State of th
Art

Essential Elements

Validating and
Advancement

Digital Twin
Standardization

Case Studies and
Economics

Projects and Programs

Digital World

Communication

Digitalization

Physical Things

Www.ecs-org.eu

RAMI 4.0 - Reference
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ECSO Technical Paper on Cybersecurity scenarios and Digital Twins

INTERNATIONAL
STANDARD

Digital twin — Concepts and terminology

ELECTROTECHNICAL

COMMISSION

1cs 33020

BSISO/IEC 30173:2023

ISO/IEC 30173

Edition 1.0 2023-11

158N §78.2.0222:76003

Warning! Make sure that you

INTERNATIONAL
STANDARD

ISO
23247-1

Automation systems and

integration — Digital twin framework
for manufacturing —

Part 1:

Overview and general principles

AT S0 21247-1 2021 (8)
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PLC-MDT: A Framework for Detecting
Anomalies With Digital Twins of
Industrial Control Systems

Zidong Xu, Zhenyong Zhang"™

. and Hetu Zheqiu

systems at the loT edge

Abstract—The attack events (such as the Stuxnet and
BlackEnergy) that targeted the industrial control system
(ICS) have validated its vulnerability to cyber intrusions.
The of ICS from is
important and practical ss it oparaiss dsngerous equip-
ment and produces products that people need. Traditional
anomaly detection m-mods, which rely hmll on SCADA
Gata; e oftan UnroRatie s e Hmhation of uch cata
accurately reflecting real-time system states under attacks.
Therefore, we propose PLC-MDT, a novel anomaly detection
method based on digital twins (DTs), exploking the modem
communlcation technology snd computing resources of ICS.
PLC-MDT does not depend solely on SCADA data; i
it leverages the interaction between DT and real-world ICS,

detection. Specifically, for PLC-MDT, the prediction model in DT is trained base|

a thresh

iaran!
dmﬂ!nu between the pl‘dlcud and real- Ilm' data, nmllng control channel c|
through

utilizing both DT

DT
polnmli] hr real-time detection ol anﬂmllhl Ir| ics.

Index Terms— Anomaly detection, digital twin (DT), industrial control systems

I. INTRODUCTION

NDUSTRIAL control systems (ICSs). which are widely

deployed in critical infrastructures such as metallurgy
electricity grids. nuclear plants. and gas distribution systems.
have attracted attention from potential attackers [1]. [2]. ICS
controls physical processes by associating various control
components. Unlike the IT system, ICS not only faces physical
damage but also suffers from cyberattacks. Especially with the
development of cyber-physical systems. ICSs are becoming
increasingly connected o the open network. Although net-
worked ICS can improve effici
syslem security.

y. it is not easy fo ensure
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Causal Digital Twins for Cyber-Physical Security in Water
Systems: A Framework for Robust Anomaly Detection

Mohammadhossein Homaei®*, Mehran Tarif®, Pablo Garcia Rodriguez?, Andrés Caro® and

Mar Avila®

“Department of Computer Systems and Telematics Engineering, University of Extremadura, Av. Universidad s/, Ciceres. 10003, Spain

A digital twin and deep-learning ensemble
for cyber attack detection in industrial control

d: 13 October 2025
4May 2026

Ali Sayghe, Moha

i online: 22 May 2026

Department of Computer Science, University of Verona, Strada le Grazie I, Verona, 37134, Italy article as: Sayg he A.
.

di M.D. & Gharam AA. A dlgnal
ARTICLE INFO ABSTRACT deep-l

d g le for
Keywords: Industrial Control Systems (ICS) in water distribution and treatment face cyber-physical attacks  (tack detectlon in industrial
Causal Inference cxploiting network and physical vulnerabilitcs. Current water system anomaly detction meth-
Digital Twin ods rely on corrclations. yiclding high false alarms and poor root cause analysis. We proposc a  pystems at the loT edge. Sci

Industrial Control §,
Cyber-Physical Sect
Anomaly Detection
SWaT Testbed

Causal Digital Twin (CDT
digital twin modeling. CDT supports association for pattern detection, intervention for system
response. and counterfactual analysis for water attack prevention. Evaluated on water-related
datasets SWaT. WADI. and HAL CDT shows 90.8% compliance with physical constraints and
structural Hamming distance 0.133 + 0.02. Fl-scores are 0.944 + 0.014 (SWaT). 0.902 + 0.021
(WADI). 0923 2.0.018 (HAL p < 0.0024). CDT reducesfase positives by T4%, schicves 78.4%
root cause ¢ Real
e perormance st 3.2 ms latency casares safe snd foterpetable opcration or ocdivm scale
water systems.

1. Introduction

sive damage to ced The ICS have changed from isolaed propritary networks (0 interconnected cyber-physical sysiems that combine
company was attac with i This change started in the 1990s with the use of

b pow  Gandard g protocols and has -'ro\\nh\luv«uh lndu\lr) 4.0 initiatives. Today, ICS need Internet connectivity
In 2017, a petrolent gy pemote ing. predictive mai and distributed control across facilities that are far apart Mathur &

in the Middle Eas
compelling its shu
Steel Plant was tar
(APT) attacl
plant’s production

attack ultimately le]
duction to halt in d
events demonstrate
of developing appr{

Tippenhauer (2016); Xu et al. (2023); Abdoli & Ye (2023); Jiang et al. (2024). Critical infrastructure sectors such as
water treatment, power generation, and manufacturing depend more on these connected systems, with the global ICS
market expected to reach $124 billion by 2025. The Secure Water Treatment (SWaT) testbed, developed by iTrust
at Singapore University of Technology and Design, is an important example for cyber-physical security research. It
provides a realistic scaled-down industrial environment with 51 sensors and actuators across six operational stages Goh
etal. (2017); Jeremiah et al. (2024); Lucchese et al. (2024).

However, more ivity and ity create new cybers that traditional IT security
cannot fully solve. The 2010 Stuxnet attack on Iranian nuclear facilities showed that advanced attackers can exploit
both cyber and physical process knowledge to cause real damage Raman & Mathur (2022). Recent events,

The threat of ¢
in network il
mm\ but more

like the 2021 Colonial Pipeline ransomware attack and the 2021 Oldsmar water treatment plant breach, show the
ongoing threat to critical infrastructure. Current anomaly detection methods in ICS mostly use statistical correlation
and machine learning techniques, which cannot separate real causal relationships from false associations Kravchik &
Shabtai (2018); Kim et al. (2023). These correlation-based methods often have high false positive rates, cannot do root
cause analysis. and are vulnerable to adversarial attacks that take advantage of missing causal understanding.

The main limitation of current methods is their inability to reason about causal relationships in cyber-physical
systems. Correlation can show statistical dependencies between sensor readings. but it cannot tell if anomalies come
from attacks, cascading failures, or normal operational changes. This problem is serious when security analysts need
actionable information for incident response, because correlation-based alerts do not provide enough guidance to
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Leveraging digital twins for advanced threat modeling in
cyber-physical systems cybersecurity

Gizem Erceylan' - Aida Akbarzadeh' - Vasileios Gkioulos'

Published online: 3 June 2025
© The Author(s) 2025

Abstract

Threat modeling is a critical proactive security technique for identifying threats and determining mitigations. However.
traditional approaches often fall short for Industrial Control Systems (ICS). which automate operations in domains like
manufacturing and energy and are a subset of Cyber-Physical Systems (CPS). CPS integrates computation. networking. and
physical processes, with ICS requiring specialized cy pproaches due to its operati f ical nature.
“This study explores the use of digital twin technology as a promisi ersecurity tool for ICS. enabling testing and analysis
without disrupting operations. By examining the capabilities of digital twins in mxym. simulation, and replication, the
research evaluates their potential to enhance threat modeling across the CPS life-cycle. Insights from the European Cyber
Security Organisation (ECSO) Technical Paper on Cybersecurity Scenarios and ng.ml Twins guide the exploration o their
role in threat modeling. The study addresses four q : 1. What purposes do digital twins serve in cy

2. What benefits do digital twins offer in cybersecurity? 3. How can digital twin technology be leveraged for threat modeling?
4. What advantages can the use of digital twins bring to threat modeling? Our findings reveal that digital twins enhance
1CS threat modeling by enabling continuous. dynamic. and autonomous assessment, offering valuable insights for advancing
cybersecurity strategies in ICS. CPS. and related domains.

Keywords Digital twin - Threat modeling - Cyber physical systems - Industrial control systems - Cybersecurity

1 Introduction nected devices and tracing the progression of attacks over
time has become increasingly difficult. Unlike traditional
gy (IT) networks. cy s target-
ing ICS often require executing multiple coordinated actions
across devices in a specific sequence. Addressing these
unique challenges has led to recommendations for using dig-
ital twins in cybersecurity.
‘The motivation for this study stems from the growing need

With the advent of Industry 4.0. such as cloud
computing. digital twins. and the Internet of Things (IoT)
have significantly expanded the attack surface for ICS.
Initially designedto operate inisolation. ICS are now increas-
ingly connected to networks (including the Internet) to
enhance functionality. However. this connectivity introduces
new cybersecurity challenges, particularly in the manufac-  for proactive and adaptive security solutions in ICS environ-
tring sector, as attack methods grow more complex and  ments. As ICS plays a critical role in sectors like energy.
evolve rapidly. Detecting relationships between intercon- and ing. their can
have severe economic. environmental, and safety implica-
tions. Traditional threat modeling approaches often struggle
10 capture the dynamic and interconnected nature of ICS.
leaving gaps in identifying vulnerabilities and predicting
attack pathways. One significant reason for this challenge is
the difficulty in capturing the operational context of such sys-
tems and reasoning based on their operational semantics. ICS
environments involve complex interactions between physi-
cal processes. networked components. and control systems.
making it challenging to fully represent these |2lg|c.~ in
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SAC: Pros & Cons

Advantages:

e Better exploration

e More stable learning

e Robust policies

e Balanced behavior
Disadvantages:

e More complex

e Higher computation cost

e Sensitive hyperparameters
e Harder to interpret
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Big Data Infrastructure for further processing

IJ-
Controller

DT

VAN

Edge

Cloud

()

mosauitto” % v

‘@

AWS loT Core

&
N4 @rgs:> Qr&

QuestDB :> A Y4
O e

logstash

. kibana

elasticsearch

Amazon DynamoDB

=)

Amazon
S3 31



